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CVE-2024-43047

Basebands

Vulnerabilities every day Qualcomm urges device makers to push
patches after 'targeted’' exploitation

Given Amnesty's involvement, it's a safe bet spyware is in play

A lain Thomson Tue 8 Oct 2024 21:30 UTC

@ ENGLISH )

Multiple Internet to Baseband Remote Code Execution STREET I_EVEI_ SURVE"_I_ANBE

Vulnerabilities in Exynos Modems

TECHNOLOGIES » ABOUT NEWS RESOURCES »

Posted by Tim Willis, Project Zero

In late 2022 and early 2023, Project Zero reported eighteen 0-day vulnerabilities in Exynos Modems —
produced by Samsung Semiconductor. The four most severe of these eighteen vulnerabilities (CVE-2023-
24033, CVE-2023-26496, CVE-2023-26497 and CVE-2023-26498) allowed for Internet-to-baseband remote
code execution. Tests conducted by Project Zero confirm that those four vulnerabilities allow an attacker to
remotely compromise a phone at the baseband level with no user interaction, and require only that the
attacker know the victim's phone number. With limited additional research and development, we believe that
skilled attackers would be able to quickly create an operational exploit to compromise affected devices
silently and remotely.
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CELL-SITE SIMULATORS/ IMSI
CATGHERS



https://www.theregister.com/2024/10/08/qualcomm_patch_spyware/
https://sls.eff.org/technologies/cell-site-simulators-imsi-catchers
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Baselrace

1I0S Cellular Security Analysis Framework

* |Inspect and modify various layers of the i0OS
cellular protocol stack

e i(OS-Baseband communication (QMI)
* Apple Wireless Diagnhostics
e Qualcomm DIAG for iPhones

e GitHub: seemoo-lab/BaseTlrace

@ ® Capturing from Standar
_WEOR X QR €= &E7F &
No. Time Protocol Lengi Info
638 45.341835 QMI 25 wds Request: Lir
639 45.346718 QMI 20 wds Response: L:
640 45.346911 QMI 123 nas Indication:

641 47.787155 QMI 73 nas Indication:
642 49.825527 QMI 31 coex Request: S
643 49.834863 QMI 20 coex Response: ¢
644 66.569603 QMI 44 awd Indication:
645 66.569670 QMI 44 awd Indication:
646 66.577600 QMI 70 awd Indication:
647 66.577622 QMI 70 awd Indication:
648 66.593307 QMI 38 awd Indication:
649 66.593361 QMI 38 awd Indication:
650 66.594020 QMI 138 coex Indication:
651 66.599398 QMI 153 coex Request: Se
652 66.603133 QMI 27 coex Response:

653 66.603305 QMI 24
654 66.607914 QMI 40
655 66.616624 QMI 40

Transaction Header
Message Header
TLV 0x14 LTE Signal Strength
TLV Type: 0x14
TLV Length: 6
TLV Value
gint8: -51 [RSSI]
gint8: -11 [RSRQ]
gintl16: -82 [RSRP]
gintl16: 158 [SNR]
TLV 0x17 5G Signal Strength
TLV Type: 0x17

coex Indication:
awd Indication:
awd Indication:

O £ Qualcomm MSM Interface (gmi), 6 bytes


https://github.com/seemoo-lab/BaseTrace

CellGuard

I0S Cellular Security Analysis App

Summary

Low Risk

Verified all cells collected in the last

* [race the cells to which your iPhone connects S

 Monitor their parameters for suspicious activity

Active Cell

MCC MNC TAC ECI

 Works on every iPhone (i0S 14 - iOS 18) 3 480 1794 1897473

Technology Date
LTE 8 minutes ago

e GitHub: seemoo-lab/CellGuard



https://github.com/seemoo-lab/CellGuard
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Country Bundles

/System/Library/CountryBundles/iPhone

* (General settings for each country
* Cell broadcast, emergencies, ...
e Delivered with iOS firmware

* |OS queries for out-of-order updates

» https://s.mzstatic.com/version

56

X E3 carrier.plist

EB carrier.plist ) No Selection

Key

v Root

v CellBroadcast

> AlertTypes

> PrimaryBroadcastLanguages
MinimumDeviceCategorySupported

> AlertConfigurations
SwitchGroupTitle

> MessagelDParameters3GPP

v EmergencyCalling

> EmergencyNumbers

> NonPreferredEmergencyNetworks
CountryName
v ISOAlIpha2CountryCode

ltem O

v SupportedCountrylds

ltem O
ltem 1

B carrier.plist

Type
Dictionary
Dictionary
Dictionary
Array
Number
Dictionary
String
Array
Dictionary
Array
Array
String
Array
String
Array
String
String

€ €D <> <> D> OK O

Value

(5 items)

(6 items)

(4 items)

(1 item)

10

(1 item)

Cell Broadcast Alerts
(6 items)

(2 items)

(3 items)

(1 item)

Germany

(1 item)

de

(2 items)

262
com.apple.Germany



https://s.mzstatic.com/version

Carrier Bundles
/System/Library/Carrier Bundles/iPhone . TMobile_Germany...

o Same delivery methods as country bundles

Info.plist overrides_D93_D
94_D47...8.der.pri

o Specific configuration for each operator

overrides_D93_D profile.mobileconf signatures
94_D47 _D48.plist ig




Carrier Bundles
/System/Library/Carrier Bundles/iPhone

G

o Same delivery methods as country bundles
» Specific configuration for each operator

« 5G Standalone - 50 of 692 bundles

« RCS support - 51 of 692 bundles

» Carrier WiFi

E3 carrier.plist

EB carrier.plist ) No Selection

Key

Encryptedidentity

HomeBundleldentifier

MaxBluetoothModemConnections

Location

TearDownTetheringDataContextDuringAuthentication

mRABAvoidanceDisabled

APNEditabilityTypemaskNew

SuppressSimToolkitSendShortMessageNotifications

SMSSettings

VVMIgnoresintIDataRoaming

PreferCarrierNameFromMetadata

APNEditabilityTypemask

RCS
EnableBusinessMessagingByDefault
ShowBusinessMessagingSwitch
ShowRCSSwitch
EnableRCSByDefault

PushSettings

PhoneSettings

VisualVoicemailServiceName

StatusBarlmages

CarrierName

NetworkEncryptionCiphers

MandatoryVerify

VMSMFilterNumber

SupportedSIMs

B carrier.plist

Type
Dictionary
String
Number
Dictionary
Boolean
Boolean
Number
Boolean
Dictionary
Boolean
Boolean
Number
Dictionary
Boolean
Boolean
Boolean
Boolean
Dictionary
Dictionary
String
Array
String
Dictionary
Dictionary
String
Array

€ €D €D <> LD DAL)AL DI LD LD LH L

Value
(4 1tems)

com.apple.Germany

5
(1 item)
NO
YES
49
YES
(3 items)
NO
WES
0
(4 items)
YES
YES
YES
YES
(3 items)
(1 item)
IMAP
(2 items)
Telekom.de
(2 items)
(1 item)
3311
(4 items)

<> <> <O
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IPhone Basebands

Are the ,,Phone* In the IPhone

e

Qualcomm

']
|
|
|
|
i
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|
|
i
|
!
|
i
!
|
4
|

App‘e Snapdragon
_ A1 8 X71 5G
* Modem
L\ Application Processor Baseband

i I it

Phone 16

11



IPhone Basebands

Are the ,,Phone* In the IPhone

i i R R RO GO

Basebands provide a packet-based interface for the OS

12

| .../ rf
' b 4 r Telephony,
80“):” Data,
enters QMI Satellite, ...
)
Application Processor Baseband

o

Manufacturers

r 4
|r‘l®

Protocol
Apple Remote Invocation

Qualcomm

Protocol
Qualcomm MSM Interface

XR
XS

11

12
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14

15

16



F



Baseband Debug Profile

Retrieve raw AP-basebandmmunication

— SN &

CONFIG I Application
Processor

WARNIN

AY 7:36

Baseband

QMI: Svc=0x03(NAS) Req Msgld=0x004f Sim=1 Bin=['01 OC 00 00 03 OB 00 AE 06 4F...
QMI: Svc=0x03(NAS) Req Msgld=0x006c Sim=1 Bin=['0Q1 60 00 00 03 OB 00 AF 06 6C...
QMI: Svc=0xe7(ELQM) Req MsgIld=0x0003 Bin=['01 3F 00 00 E7 01 00 5E OF 03 00 33...
QMI: Svc=0xe7(ELQM) Req MsgId=0x0003 Bin=['01 3F 00 00 E7 01 00 5F OF 03 00 33...
QMI: Svc=0xe4(AWD) Ind MsgId=0x1012 Bin=['01 2B 00 80 E4 01 04 16 B4 12 10 1F...
QMI: Svc=0xe4(AWD) 1Ind MsgId=0x1012 Bin=['01 2B 00 80 E4 02 04 16 B4 12 10 1F...
QMI: Svc=0xe4(AWD) Ind MsgId=0x1010 Bin=['01 45 00 80 E4 01 04 17 B4 10 10 39...

14




Apple Remote Invocation ARISTOTELES

Apple’s protocol for Intel basebands seemoo-lab/aristoteles

* EXxclusively used by Intel basebands in iPhone 7 up to iPhone 11

* Novel protocol reverse engineered by Tobias Kroll
« Automatic recovery of structure information from libARI.dylib &

 Based on asString functions and data structures

Magic Bytes Group Sequence e Type Vers | Type Length Length Value
Number
OxdecO7eab 00111 000 0000000 0 0000010 0 001 00000 000010 00 00000000 0000000000000000
7 8
Length 1§I Length T ; Type Fig. 3. ARI TLV format with example payloads.
001000 0 00000000 10| 000 | 000 01000101 0000001000001010

Fig. 2. ARI header format, 12 B split into according bits with example values.

15


https://github.com/seemoo-lab/aristoteles

Qualcomm MSM Interface

Qualcomm’s baseband protocol

 Used for iPhones, Android, USB Modems, ...
* EXisting open-source projects, e.qg. libgmi
 Mostly iOS-custom service and message types

 Parsers for packets and TLVs spread across

many executables and libraries &

16

Ii-B\qmi

TLV Struct

7

QMI Packet

7

Ox01

Packet Length

Direction

Service ID

Client ID

Transaction Type

Transaction ID

Type

Length

Message 1D

Value

Message Length

QMUX

>
Header

Transaction

>
Header

Message

p
Header

TLVs




10S Baseband Packet Processing

The long journey of QMI packets

Libraries

ABMHelper

libATCommandStudio
Dynamic.dylib

libBaseband
Manager.dylib

liblIPTelephony.dylib

libQMIParser
Dynamic.dylib

libCommCenterM
CommandDriver.dylib

Application Processor

libPClTransport.dylib

EXGCUTab ‘ eS t

. P 2l 2 W ot al alE ) )
j ~ r ; ¢ L
‘ C ,“ M H D { ) | a

| L/ ) s J “ O

Comm¢~Center

QMUX: :State::

handleReadData
XPC lIDATCommandStudio
Dynamic.dylib
WirelessRadio
l Managerd
locationd
Baseband

17



Packet Injection

Directly communicate with the baseband

Application

» Based on FRIDA, thus requires jailoroken iPhone Processor

e Bypass iOS QMI packet processing

—
T

° l O O lukas@debian-thesis: ~/iphone-gmi-glue X361 |
. . . . . ]
Iproxy 381 lukas@debian-thesis:... 32 lukas@debian-thesis:... 33 - ——

lukas@Pdebian-thesis:~/iphone-qmi-glue$ gmicli -d ./gmux_socket P ——
)——get—-service-version-info
[ /home/lukas/1iphone—-gmi—-glue/qmux_socket] Supported versions:

ctl (1.5)

gﬁiiﬂﬁ) succeed £}
' Baseband

79)
nas (1.25)
qos (1.17)
10)
18)

wms (1.

pds (1.
auth (1.14)
at (1.6)
voice (2.1)
cat2 (2.24)
uim (1.77)
pbm (1.4)




Symbolicate Packets

Simple in theory, hard to automate & B
Packet Length
: . QMUX
e Services — as{Short, Long}String —— o
Service ID
Client ID /
Transaction Type |
> Transaction
Transaction ID Header
Message 1D
Message
>
Header
Message Length

TLVs

19



Symbolicate Packets

Simple in theory, hard to automate &

e Services — as{Short, Long}String

» Messages — MessageBase: :{MessageBase,validateMsgId}

20

Ox01

Packet Length

Direction

Service ID

Client ID

Transaction Type

Transaction ID

Message 1D

Message Length

TLVs

\

’

>

>

OMUX
Header

Transaction
Header

Message
Header



Symbolicate Packets

Simple in theory, hard to automate &

e Services — as{Short, Long}String

» Messages — MessageBase: :{MessageBase,validateMsgId}

e TLV Structures — tlv::{parseV<T>, writeV<T>}

e TLV IDs - MutableMessageBase::getTLV &

MessageBase::{findTlvValue, findNextT1lv, applyTlv}

O O TLVs (Found 957)

Loca...k Name Capabilities

2031c7370 nas::tlv:.:EmergencyType

2031c73e8 nas::tlv::lccid

2031c74c8 nas::tlv::ScanCompletionStatus
2031c7520 nas::tlv::ScanStatus

2031c75dc nas::tlv::IncrementalNetworkinfo
2031c7648 nas::tlv::RegisterAction

2031c7664 nas::tlv::ManualNetworkRegisterinfor...
2031c7694 nas::tlv::MNCDigitincludeStatus

Ox01

Packet Length

Direction

Service ID

Client ID

Transaction Type

Transaction ID

Message 1D

=

Message Length

Structure

TLVs

2([221[1]..

\

>

>

>

OMUX
Header

Transaction
Header

Message
Header



Symbolicate Packets

Simple in theory, hard to automate — ] »
Packet Length
. . MUX
e Services — as{Short, Long}String Direction H%eader
Service ID
* Messages —MessageBase: :{MessageBase,validateMsgId} Client ID /
Transaction Type |
e TLV Structures — tlv::{parseV<T>, writeV<T>} , [ransaction
Transaction ID Header
e TLV IDs - MutableMessageBase::getTLV & y o |
MessageBase::{findTlvValue, findNextT1lv, applyT1lv} e | Message
Header
 Challenges: Missing symbols, many indirections, and Miessage Lengh |
historical grown mess & oy

22



Packet Dissection

Our Wireshark dissector for QMI

Uses existing libgmi packet definitions,
completed with our own &

Support for (provided) TLV structures

Collect packets anywhere without jailbreak
for later analysis &

Helpful in understanding iPhone’s satellite
communication —> TROOPERS?24 and

#OBTS v6.0 (Jiska &a & Alex )

23

| NN
md e X QeEsdEFT L. = & Q § TF

No. Time Protocol Lengi Info

638 45.341835 QMI 25 wds Request: Link Stats

639 45.346718 QMI 20 wds Response: Link Stats

640 45.346911 QMI 123 nas Indication: Frequency Report

641 47.787155 QMI 73 nas Indication: Signal Info

642 49.825527 QMI 31 coex Request: Set Gnss Band Id

643 49.834863 QMI 20 coex Response: Set Gnss Band Id

644 66.569603 QMI 44 awd Indication: Submit Trigger

645 66.569670 QMI 44 awd Indication: Submit Trigger

646 66.577600 QMI 70 awd Indication: Metric Submission

647 66.577622 QMI 70 awd Indication: Metric Submission

648 66.593307 QMI 38 awd Indication: Metric Submission End

649 66.593361 QMI 38 awd Indication: Metric Submission End

650 66.594020 QMI 138 coex Indication: WWAN State

651 66.599398 QMI 153 coex Request: Set Policy

652 66.603133 QMI 27 coex Response: Set Policy

653 66.603305 QMI 24 coex Indication: Condition Fail

654 66.607914 QMI 40 awd Indication: PII Location Used

655 66.616624 QMI 40 awd Indication: PII Location Used

Transaction Header
Message Header
TLV 0x14 LTE Signal Strength
TLV Type: 0x14
TLV Length: 6
TLV Value
gint8: -51 [RSSI]
gint8: -11 [RSRQ]
gintl6: -82 [RSRP]
gintl16: 158 [SNR]
TLV 0x17 5G Signal Strength
TLV Type: 0x17

01 48
cd f5
00 80
00 00
ff 00

0020
00309
0040

O #  Qualcomm MSM Interface (gmi), 6 bytes

Packets: 1407


https://troopers.de/troopers24/talks/f3jsgf/
https://www.youtube.com/watch?v=1BN8G4l2L1c

Base [race
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Apple Wireless Diagnostics

Monitoring performance of i0OS components

O O i AWDMetadata.bin

000000 |4157444D 01000100({|AWDM
. . . — POOOOE 00000000 02000400
« Collect binary logs of various (wireless) coprocessors 006010 080000 BCE70000

000018 4A020000 4176334C||J Av3L

_ _ _ _ _ _ 000020 02000400 09000000
* Diagnostics metadata is encoded in manifest files 000028 D6090000 D2420000) . "
Shipped with iOS = 000038 AG00000 AB84C0000 . L

000040 462EQ000 3B937C94 || F . R
V00048 02000400 0BOOOOOO
000050 EE/A000O 492E0000||. z I.

* Root Manifest — /System/Library/PrivateFrameworks/ 900058 115DE660 02000400 1 .

: . . 0C000000 37A90000 79
WirelessDiagnostics.framework/Support/ coones ana0oi00 oacancenll o 2
AWDMetadatabln 0000 /0 02000400 0DOVOLOO

0000/8 C4D90100 9A000000|| . . -
000080 105C0433 02000400 \ 3

« Extension Manifests — /System/Library/AWD/Metadata/ .., 25010000 cosceson« . .
DOOO98 02000400 OFOVOLO0O
DOOOADO 80DBO1060 BCO90000O|| . .

 Metadata has custom binary format, decoded by 000OAS 4OESSC2D 02000400||T . . —

@rickmark @nicolas17/ pnanno 79ninnan sonnascolle 1 &

UTF-8

0 out of 1234487 bytes

25


https://github.com/hack-different/apple-diagnostics-format
https://github.com/hack-different/apple-diagnostics-format

Decoding AWD Metadata

It’s all about Protocol Buffers

 Metadata files consists of multiple
Protobuf-decodable tag regions

* Protocol Buffers (Protobuf) is Google’s data
interchange format

 Regenerate Protobuf code from decoded
metadata with a simple ,compiler” =

 Region 2 includes field & enum names &+

26

BIN BIN

AWDMetadata.bin Protfobuf-encoded
tagged regions

eeeeeeeeeeeeeeeeeeeeeeee

Decode
metadata- —
structure.proto - N
PYTHON

Decoded metadata
(messages, fields, enums)

l Generate

written? Or gaze at a red planet and
eeeeeeeeeeeeeeeeeeeeeee

e P,

Wireshark metadata-for-tag.proto



Feeding the shark “%

 AWD QMI service generates ~1/3 of traffic

* Wireshark dissector uses generated Protobuf
to decode submitted metrics from baseband

» AWD tag 12 is relevant for cellular, 68 tags in
total for various I0S features

 Wi-FI, Bluetooth, VPN, Facelime, ...

27

Decoding AWD in Wireshark

@ ® Capturing from Standard input

B A ® X6 QemEF I = = @ @ I [

'] + AWD

No. Time Protocol Length Info

53 7.167412 QMI 20 bsp Response: Hand Detection State 0

54 7.171551 QMI 20 bsp Response: Transaction Power Capping

55 7.178152 QMI 66 awd Indication: Metric Submission

56 7.178248 QMI 66 awd Indication: Metric Submission

57 7.192052 QMI 38 awd Indication: Metric Submission End

58 7.193322 QMI 38 awd Indication: Metric Submission End

59 7.206002 QMI 47 nas Indication: Frequency Report

I N "1 NN/ AN/ MNAAT VAN o WP PN | Timalw mm e min o | Y E-ER s BN o PPN P ¥ D, Toim ol =

Message Length: 53
TLV 0x52 awd::tlv::abm::MetricDataExt

TLV Type: 0x52
TLV Length: 50
TLV Value
guint32: 1 [app_id]
guint32: 29546 [component_id]
guint32: 680004 [trigger_id]
guint32: 816687 [profile_id]
guint32: 816687 [metric_id]
guint32: 12 [submission_id]
guintlé6: 32768 [other_id]
guintlé6: 22 [Size Prefix] [payload]
Protocol Buffers: awdd.AwWDMetadatabin_region_3_tag_12.message_0
Message: awdd.AWDMetadatabin_region_3_tag_12.message_©
Field(816687): cellularPowerLogLTE_RRCStateChange (message)
Message: awdd.AWDMetadatabin_region_3_tag_12.CellularPowerLoglLTE_
Field(1): timestamp = 1732380487585 (uinté4)
Field(2): state = RRC_339 _CONNECTED(4) (enum)
Field(3): prev_state = RRC_339_CONNECTING(3) (enum)
Field(4): prev_state_dur_ms = 70 (uint32)
Field(5): subs _id = @ (uint32)

O 7 Qualcomm MSM Interface (gmi), 53 bytes Packets: 440 Profile: Default
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Qualcomm DIAG

Yet another proprietary protocol

* Diagnostics protocol for basebands from Qualcomm
e NR, LTE, UMTS, ... over-the-air packets @

e Intended to be used with Qualcomm® eXtensible
Diagnostic Monitor (QXDM) — Expensive software

hidden behind NDAs &

. Many open-source DIAG implementations E&

¢« P1Sec/QCSuper

» fgsect/scat

29

QCAT - D:\Basic_Testing\IMS_Call_Not_Answer.isf - [Packet Text]
[ij File Edit View Analysis Tools Window Help

GROARAR YTV T ERRBEBHB OO @k

Type
0x1544
0x1544
0xBOCO
Ox 1544
0x1544
0xBOCO
0xBOEC
0xBOE2
0x1544
0xBOCO
0xBOED
0xBOCO

Description
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
LTE RRC OTA Packet
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
LTE RRC OTA Packet
LTE NAS EMM Plain OTA Incoming Message
LTE NAS ESM Plain OTA Incoming Message
QMI_MCS_QCSI_PKT
LTE RRC OTA Packet
LTE NAS EMM Plain OTA Qutgoing Message
LTE RRC OTA Packet

0 7

Command Code

Data

§

Checksum

Ox7E

Subtitle

' DL_DCCH / RRCConnectionReconfiguratic

UL_DCCH / RRCConnectionReconfiguratic
Attach accept Msg
Activate default EPS bearer context reques

- DL_DCCH / RRCConnectionReconfiguratic

Attach complete Msg
UL_DCCH / ULInformationTransfer

LTE RRC OTA Packet UL_DCCH / RRCConnectionRec pnfiguratic

0x1544
(x1544
Ox1544
0xB0OCO
0xBOEC
| 01544
Ox1544
Ox1544
0x 1544
0x1544
0x 1544
Ox1544

nnnnn

I@ Displays

Ready

QMI_MCS5_QCSI_PKT
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
 LTE RRC OTA Packet
LTE NAS EMM Plain OTA Incoming Message
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT
QMI_MCS_QCSI_PKT

AN R RS NS BT

$= Packets o Configuration

' DL_DCCH / DLInformationTransfer
EMM information Msg


https://github.com/P1sec/QCSuper/tree/master
https://github.com/fgsect/scat
https://www.youtube.com/watch?v=LnWQNrlTZ8o&t=1039s

Qualcomm DIAG on iPhones?
There’s QDSS and we don’t like it

Application

* |Phones use Qualcomm BBs, so they should also support DIAG rocessor

* Open-source tools only support Android or USB modems

Al
2 aaan

o Sysdiagnoses have log-bb-[date]-qdss directory with BB data

* Tools can’t process it, encoded using newer protocol 0DSS

« Can we convince the iPhone to ,downgrade” to DIAG? {0}
Baseband

 abm-helper is responsible for data collection

Qualcomm Debug Subsystem
— modern version of DIAG

30



Qualcomm DIAG on iPhones!

Reject modernity, return to DIAG

Application
« abm-helper only active if baseband debug profile installed “rocessor
\‘ DIAG

* Checks different telephony capabilities upon startup: 1 7 epes)

T

ADPL, QDSS, QShrink4

« Hook them with Frida and lie that we don’t support them
QDSS

DIAG
o

Baseband

o abm-helper falls back to DIAG we can intercept

abm-helper is part of
Apple Baseband Manager

31



Qualcomm DIAG on iPhones!

Reject modernity, return to DIAG

e abm-helper only active if baseband debl

* Checks different telephony capabilities L

ADPL, QDSS, QShrink4

e Hook them with Frida and lie that we dol

o abm-helper falls back to DIAG we can in

* Integrate with QCSuper’s framework

Capturing from Standard input

Adm e ZNRE Qe EFE - = & @ Q IF [
I(_ws.col.protocol == "QMI") X v] :
No. Time Protocol Lengl Info
136 11.551860 LTE RRC UL_DCCH 66 MeasurementReport
138 12.126338 LTE RRC DL_DCCH 68 RRCConnectionReconfiguration
140 12.137729 LTE RRC UL_DCCH 46 RRCConnectionReconfigurationComplete
141 12.206036 LTE RRC DL_DCCH 84 RRCConnectionReconfiguration
143 12.263694 LTE RRC UL_DCCH 46 RRCConnectionReconfigurationComplete
148 14.045046 LTE RRC DL_DCCH 53 RRCConnectionReconfiguration
150 14.057687 LTE RRC UL_DCCH 46 RRCConnectionReconfigurationComplete
158 16.671369 LTE RRC UL_DCCH 66 MeasurementReport
166 18.330934 LTE RRC DL_DCCH 107 RRCConnectionRelease [cause=other]
221 20.018764 LTE RRC DL_SCH 72 SystemInformationBlockTypel
222 20.028762 LTE RRC DL_SCH 91 SystemInformation [ SIB2 SIB3 ]
258 20.069966 LTE RRC DL_SCH 91 SystemInformation [ SIB2 SIB3 ]
259 20.071854 LTE RRC DL_SCH 72 SystemInformationBlockTypel
260 20.073397 LTE RRC DL_SCH 66 SystemInformation [ SIB4 ]
262 20.076797 LTE RRC DL_SCH 91 SystemInformation [ SIB5 ]
264 20.082204 LTE RRC DL_SCH 99 SystemInformation [ SIB7 ]
276 27.569849 GSMTAP/NAS-EPS 48 Service request
277 27 .569942 LTE RRC UL_CCCH 50 RRCConnectionRequest
288 27.673243 LTE RRC DL_CCCH 68 RRCConnectionSetup
289 27.678398 LTE RRC UL_DCCH/N.. 53 RRCConnectionSetupComplete, Service r
295 27.712439 LTE RRC DL_DCCH 47 SecurityModeCommand
296 27.712822 LTE RRC UL_DCCH 46 SecurityModeComplete
297 27.714332 LTE RRC DL_DCCH 158 RRCConnectionReconfiguration
304 27.739379 LTE RRC DL_DCCH 168 RRCConnectionReconfiguration
309 27.778939 LTE RRC DL_DCCH 50 UECapabilityEnquiry
310 27.782639 LTE RRC UL_DCCH 144 UECapabilityInformation
331 32.562454 LTE RRC PCCH 51 Paging (1 PagingRecord)
343 40.957007 LTE RRC DL_DCCH 54 RRCConnectionReconfiguration
345 40.960563 LTE RRC UL_DCCH 46 RRCConnectionReconfigurationComplete
Anderh_CANnfs ACAMMANR Frame (91 by... | Bitstring tvb (3 by... ' Bitstring
O 4l pdsch-ConfigCommon (lte-rrc.pdsch_ConfigCommon_element), 1 byte Packets: 567 - Displayed: 94 (16.6%) Profile:
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Baseband Firmware

0 B Mav24-1.11.01.Relea

Welcome to hell - .
B acdb.mbn 131 KB
: . : . o : N .mb 164 KB
« Compiled by Apple itself with some heavy modifications B o0, mbn e
B apps.mbn 2 3MB
» Updates delivered as part of firmware image B bbefg.mbn 54 M&
B devcfg.mbn 34 KB
_ B hyp.mbn 103 KB
e /Firmware/Mav24-1.11.01.Release.bbfw B Info.plist 1 KB

B multi_image_gti.mbn 13 KB
B multi_image.mbn 13 KB
&) Options.plist Zero KB
B qdsp6sw.mbn 111,2 MB
B restoresbll.mbn 615 KB
B sbl1.mbn 619 KB

« MAV - Apple’s firmware for Qualcomm basebands

 Maverick — Features implemented by Apple

e Eureka - Features implemented by Qualcomm

* |CE - (Apple’s) Firmware for Intel basebands

34

B secelf
B tz.mbn
B uefielf

B xbl_cfg.elf
B xbl_support.elf

12 KB
897 KB
2 MB
97 KB




Mav24 v1.11.01

Qualcomm Snapdragon X71 5G Modem in iPhone 16

® 0 B Mav24-1.11.01.Release

Name ~  Size Kind

e Communication with iOS over PCle

B acdb.mbn 131 KB dBase lll DBT
B aop.mbn 164 KB ARM

B apdp.mbn 14KB_ARM * Parts of baseband filesystem mounted at
B apps.mbn 2 3MB ARM _ _
/private/var/wireless/baseband_data

B bbcfg.mbn 64 MB Data
B devcfg.mbn 34 KB ARM
B hyp.mbn 103 KB ARM
& Info.plist 1 KB Property List
B multi_image_qgti.mbn 13 KB ARM

* Analysis of some files in @Rick Mark’s blog

B multi_image.mbn 13 KB ARM

&) Options.plist Zero KB Property List
B qdsp6sw.mbn 111,2 MB Hexagon

B restoresbll.mbn 615 KB ARM

B sbl1.mbn 619 KB ARM

 Baseband has ARM and Hexagon cores

 Most baseband functionality is implemented

B seccelf
R tz.mbn
B uefielf

12 KB
897 KB
2 MB

ALY
ARM
ARM

IN gqdspbsw.mbn which uses Hexagon &

B xbl_cfg.elf 97 KB ARM
B xbl_support.elf
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https://blog.rickmark.me/untitled/

Quick Look into gdsp6sw.mbn

Reversing Qualcomm Hexagon is not fun

* Hexagon is a proprietary ISA for Qualcomm’s Digital Signal Processor
 DSP uses RTOS with fewer security mitigations compared to GPOS

 Some public documentation and many strings, but limited RE tooling support

O @ qdsp6sw.mbn.bndb — Binary Ninja Personal 4.2.6455-Stable

< qdsp6sw.mbn.bndb X +

| ¢ Symbols Q = ELF~ Linear~v Disassembly v & th = ﬁﬂ

Name int32_t sub_bfe067f8(int32_t* argl, int32_t arg2, int32_t arg3, int32_t arg4 @ R16, int32_t arg5 @ R17,
j_sub_c09d8e48

j_sub_c09d8f7c
j_sub_c09d91d4 Obfed67f8 int32_t sub_bfeB67f8(int32_t* argl, int32_t arg2, int32_t arg3, int32_t arg4 @ R16,

j_sub_c89d935¢ ObfeB67f8 int32_t arg5 @ R17, int32_t argé @ R18, int32_t arg7 @ R19, int32_t arg8 @ FP)
j_sub_c089d9590

j_sub_c09d9674 Obfe@67f8 10410215 { R17:R16 = combine(R2,R1) {var_10} {var_8}
j_sub_c09d97f8 Obfed67fc 2071cf4eb memd (SP+#0xfffffff@) = R17:R16; allocframe(#0x10) }
j_sub_c89daBed Obfe06800 4 )5a call sub_bfe06890  {var_18}

j_sub_c09da1d4 Obfed6804 © /0 R18 = RO; memd(SP+#0x0) = R19:R18 }

j_sub_fe801ce8 Obfe068068 ¢ )d5 R17 = minu(R17,R0)

sub_bfe06020 Obfed680c & 02 R2 = memw(R18+#06x10); R3 = memw(R18+#0x4) }
sub_bfe06078 Obfe06810 2 R2 = 1sr(R2,#0x1)

sub_bfe060a0 0bfe06814 ¢ R4 = memw(R18+#0xc) }

sub_bfe@60d0 6bfed6818 ¢ R3 = modwrap(R3,R2)

sub_bfe06110 ObfeB681c 0O 13 R2 = add(R4,R2) }

Obfe06820 © 13 R3 = add(R4,R3) }

1D btelb /by


https://github.com/quic/qemu
https://docs.qualcomm.com/bundle/publicresource/topics/80-77512-1/Alldocs.html?product=1601111740010422

Further Hexagon Research

Dive even deeper if you want <

=

* A Journey into Hexagon: Dissecting Qualcomm Basebands, 2018, Seamus Burke

* Exploring Qualcomm Baseband via ModKit, 2018, Tencent Blade Team

» Attacking Hexagon: Security Analysis of Qualcomm’s aDSP, 2019, Dimitrios Tatsis

 Advanced Hexagon DIAG and getting started with baseband vulnerability research, 2020,
Alisa Esage

* [n-Depth Analyzing and Fuzzing for Qualcomm Hexagon Processor, 2021, Xilig Gong & Bo
Zhang
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https://www.youtube.com/watch?v=U_awEXRp72k
https://census-labs.com/media/attacking-hexagon-recon19.pdf
https://media.ccc.de/v/rc3-11397-advanced_hexagon_diag
https://media.ccc.de/v/rc3-11397-advanced_hexagon_diag
https://www.youtube.com/watch?v=V5B9zDHU2Do
https://www.youtube.com/watch?v=V5B9zDHU2Do

Leave the rest to experts
and do some fun stuff &



https://unsplash.com/de/fotos/grune-korallen-unter-wasser-tWWCqIMiUmg
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Cellular Security a))



Cellular Security

Attack Goals
? - /2
Personal Information & Traffic Interception & Baseband Vulnerability
Location Tracking Manipulation —Xploitation
Attack Model

intercept, and modify

Adversaries can block, ((( )))
over-the-air signals I

()

(Genuine Base Station

Rouge Base Station

40



Cellular Security

Attack Vectors
Downgrade attacks Missing integrity protection
Missing mutual authentication |[dentity information leakage

5G General

Improves security Roaming abuse

Targeted information leakage Baseband exploits

Protect yourself by disabling 2G
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Apple Location Services

Is Apple’s Closed-Source Location Database

()

- ‘A.
- oy

\&.

Where is cell A? <D

Cell C is at (4,6)
Cell Ais at (1,4)
Cell Bis at (2,7)
((<I>)) ((I)))

- ()



ProtocolBuffer.framework

7

Type

Length

Protobut Data

s\

TLV

'So
'So
'So

Apple’s private framework for Protobuf

7 0

Protocol Version
Length

| ocale

Chars

::::::::::::

Application

OS Version

String

eRequest requestTypeCode]
eRequest writeTo: ]
eRequest readFrom:]

44

0x01

“en-001_001"
(String)

0x01

“com.apple.locationd”
(String)

“18.1.22B83”
(String)

Responses (TLVs)

%

Requests (TLVs)

k

Request”

Response”



Data Request

https://gs-loc.apple.com/clls/wloc

* Retrieve approximate locations for WiFi,
GSM, CDMA, SCDMA, LTE, NR

 Cached locally at /var/root/Library/Caches/
locationd/cache_encryptedB.db

* Processing: ALS* in /usr/sbin/locationd

* Abusable for tracking of devices that provide
Wi-Fi hotspots (Erik Rye & Dave Levin)

* More practical research by @acheong08

45

_
—
—

ALSLocationRequest Type: 0x01
— Observed WiFis & cells
< Locations of nearby WiFis & cells

ALSNearbyRequest Type: 0x03
— Coordinates
< Locations of nearby WiFis & cells



https://www.cs.umd.edu/~dml/papers/wifi-surveillance-sp24.pdf
https://github.com/acheong08/apple-corelocation-experiments?tab=readme-ov-file

Data Injection
https://gsp10-ssl.apple.com/hcy/pbcwloc

.
u

| | CellWifiCollectionRequest Type: 0x64
* How does Location Services learn - Observed Wi-Fi’s, cells, and locations

about new WiFis & cells? & Successful injection?

* IPhones continuously harvest data in

the background and share it with Apple LteCellTowerlocations 1
mnc: 2
» /var/root/Library/Caches/locationd/ tac: 45711
harvest/CLSubHarvesterCell-main Cli 203900
pid: 33
* Processing: CLP* classes in t{gggﬂgg{%
CorelLocationProtobuf.framework latitude: 49.873538

longitude: 8.655094
horizontalAccuracy: 4.79252434

» Other harvesters: Indoor, Points of altitude: 327 EO1434
Interest, Pressure, Altimeter, lonosphere verticalAccuracy: 3.29488206

timestamp: 752791442 .00046265
provider: 1

40 motionVehicleConnectedStateChanged: false


https://www.apple.com/legal/privacy/data/en/location-services/
https://research.google/blog/mapping-the-ionosphere-with-the-power-of-android/

Geo Configuration

https://configuration.ls.apple.com/config/defaults

* |Phones fetch country specific
configuration for Location Services

 Request parameters: OS, OS
Version, Hardware Version

 Response is plist file and contains
many feature flags for countries

* |IPhones use special servers for
Location Services in China

47

o0 8l config-defaults-iphone14.plist

ety EE config-defaults-iphone14.plist
EE config-defaults-iphonel14.plist ) No Selection

Key

v Root
v com.apple.GEO

AllowGTSuggestionForGTHandles
AllowResumingincompleteResourceDownloads
AllowWalkingRouteSuggestionForGTHandles
BellflowerPlaceCard
BrooklynEnableSharingForAllGuides
CLAppleCollectionServer_Altimeter

CLRealTimeBudgetBytesDefault
CLTrafficCrowdsourceRules
CarPlayShouldUseCPMetadataSPIs
CellSaverRegionDownloadEnabled

CellSaverStaleThresholdinSeconds
CellSaverTileTypeEnabled.13
CellSaverTileTypeEnabled.37
CellSaverTileTypeEnabled.53
CellSaverTileTypeEnabled.54

> CohortReportingThresholds
CongestionZonesEnabled

> CountryProviders
FVRoutinaNameFarBundlelDKev

Type
Dictionary
Dictionary
Boolean
Boolean
Boolean
Boolean
Boolean
String
Number
Dictionary
Boolean
Boolean
Number
Boolean
Boolean
Boolean
Boolean
Dictionary
Boolean
Dictionary

Strina

<O

<> <> <> <DL O

<O <O O

<> <> <> <DL O

> <

Value

(1 item)
(102 items)
YES

NO

YES

YES

YES

<> <> <> <O

https://gsp10-ssl.Is.apple.com/hvr/alt

838.860
(1 item)
YES

NO
864.000
NO

NO
YES
YES

(2 items)
YES
(124 items)

ann bundle id

<O O

<< <O O

<

o


https://configuration.ls.apple.com/config/defaults?os=ios&os_version=18.1&hardware=iPhone14,7
https://github.com/acheong08/apple-corelocation-experiments?tab=readme-ov-file#china

LASD Data

https://cl1.apple.com/1/v3/lasd.plist

\f

« IPSWSs contain coarse ALS copy allowing for quick network connections &5

 SQLite3 DBs with RTree for GSM, CDMA, UMTS, SCDMA, LTE, NR
* Files consumed by Comm~Center

« CommCenterMobileHelper regularly fetches updates

/System/Library/Frameworks/CoreTelephony.framework/Support/

/var/mobile/Library/LASD
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CellGuard
Detection Algorithm



Rouge Base Station Detection
With Apple Location Services (ALS)

1. Confirm existence of cell with ALS (20P)

()

Cell exists?
—




Rouge Base Station Detection
With Apple Location Services (ALS)

1. Confirm existence of cell with ALS (20P)

2. Calculate distance between recorded (((I)))
and ALS location (20P)




Rouge Base Station Detection
With Apple Location Services (ALS)

1. Confirm existence of cell with ALS (20P)

2. Calculate distance between recorded (((l)))
and ALS location (20P)

3. Check if frequency and physical cell
identity match ALS (8P)
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Rouge Base Station Detection
With Apple Location Services (ALS)

1. Confirm existence of cell with ALS (20P)

2. (Calculate distance between recorded (l)
and ALS location (20P)

3. Check if frequency and physical cell
identity match ALS (8P)

4. Low Bandwidth (2P)
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Rouge Base Station Detection
With Apple Location Services (ALS)

1. Confirm existence of cell with ALS (20P)

2. (Calculate distance between recorded (((l)))

and ALS location (20P)

3. Check if frequency and physical cell
identity match ALS (8P)

4. Low Bandwidth (2P)
5. High Signal Strength (30P)
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Rouge Base Station Detection
With Apple Location Services (ALS)

1. Confirm existence of cell with ALS (20P)

2. Calculate distance between recorded (((l)))
and ALS location (20P)

N\

3. Check if frequency and physical cell
identity match ALS (8P)

X

4. Low Bandwidth (2P)
5. High Signal Strength (30P)

0. Unexpected Network Reject (30P)
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Rouge Base Station Detection

With Apple Location Services (ALS)

1.
2.

Confirm existence of cell with ALS (20P)

Calculate distance between recorded
and ALS location (20P)

Check if frequency and physical cell
identity match ALS (8P)

Low Bandwidth (2P)
High Signal Strength (30P)
Unexpected Network Reject (30P)
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()

Verdict

Trusted (100P - 95P)
(50P - 94P)

suspicious (45P - OP)



CellGuard
Portable Cellular Analysis




Mobile Network Security

New Security Features in Android 15

* Requires hardware support, so not yet deployed

* Deep integration with baseband and OS

e Can we also do it on iI0S?

Android 488

59

Mobile network
security

These settings help protect your calls, messages, and
data from outdated or unencrypted networks that could

expose you to data theft or surveillance

Notifications

Network notifications

Get notified when your device connects to
an unencrypted network, or when a network
records your unique device or SIM ID

Encryption

Allow only encrypted networks

This is more secure but may limit your mobile
network connection in some locations.
Emergency calling is always allowed.

)

Q.



https://www.androidauthority.com/android-15-mobile-network-security-pixel-3490909/
https://www.androidauthority.com/android-15-mobile-network-security-pixel-3490909/

CellGuard for iOS

Mobile Network Security for iPhones

* RBS detection using baseband packets (QMI /
ARI), locations, and Apple Location Services

 Our approach is limited compared to native
integration but packets contains useful data

* Experimentation with different detection criteria

* Processing of all data on-device and deletion
after few days

Active Cell




Data Extraction

On non-jailbroken iPhones

« Recommended for primary device with lockdown mode

* Users install baseband debug profile, capture
sysdiagnhose, and share it with CellGuard

* CellGuard extracts system_logs.logarchive and parses
logs with macOS-unifiedlogs

» Extract baseband packets and connected cells from log

 Data of last 1h - 12h (depending on device activity)

61

e

Import Data

sysdiagnose_2024.11.29_22-54-21+0100_iP
hone-OS_iPhone_22B91.tar.gz

Type

Size

SYSTEM DIAGNOSE

Unarchive
Extract Logs
Parse Logs

Import Data



https://github.com/mandiant/macos-UnifiedLogs

Data Extraction

On jailbroken iPhones

<

< Back ABC Date

 Automatic data collection and evaluation using tweaks :

23:05 9
« Safari

» Recommended on secondary device used for monitoring

CaptureCells <

res the cellular base stations your iP

+ Exchange data over TCP with CellGuard app

CapturePackets 4

-+~ . oo Uie D dl y pJdau
Lukas Arnold - CellGuard Repo
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10:45 4

< Summary LTE Cell

© ¢

Verizon Wireless

Kahekili

®\Aagsd Parkal

COUNTRY & NETWORK

MCC
Country
MNC

Network

TECHNOLOGY & REGION

Technology

TAC

CELL & TOWER

ECI
eNodeB ID

Sector ID

Summary

Dive Into Detalls

ABC Stores -
HONOKOWAI

Times
Supermarket

HONOKOWAI

Verizon Wireless

/r‘i/r
ekili . i ‘&;(4
park & Verizon Wireless /\/500

”

4

4 Cells @

Verizon Wireless
EY\__/

e @) @

nding AT&T Mobility
WURLAPA l

%%

Kaanapali

Whalers Village

Kaanapali
=’ Golfplatz

Td /NndVNV

0

T-Mobile

& Maps gg@

Map

Explore Nearby Cells

Packets

— QMI Message (wds)
Link Stats

< QMI Message (wds)
Link Stats

— QMI Indication (nas)
Signal Info

— QMI Indication (nas)
Signal Info

— QMI Indication (nas)
Signal Info

— QMI Indication (nas)
Signal Info

— QMI Indication (awd)
Pll Location Used

— QMI Indication (awd)

Pll | nratinn | lcad

S

Packets

Dissect Packets




Evaluation of CellGuard

In our lab and in the wild

Excellent coverage of
Apple Location Services

()

Lab setup with evil twin
rogue base stations

Datasets from across I I—f—ll
Europe collected i
over multiple months

?

Detection of anomalous activity

1.6% anomalous put confirmation difficult
0.0% suspicious
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CellGuard is Public

Join the beta and contribute to our large-scale study

77777

Continuous development
of BaseTlrace & CellGuard

Down
cellg

oad CellGuard at

Jard.seemoo.de

65

View the app’s code
seemoo-lab/CellGuard



https://github.com/seemoo-lab/CellGuard
https://cellguard.seemoo.de

| -
Thanks =&
Time for your questions

Contact

0l larnold@seemoo.tu-darmstadt.de
% @lukasarnld@mastodon.social

W @lukasarnold.bsky.social

-+ @lukasarnld

Our Paper

Lukas Arnold, Jiska Classen, Matthias Hollick

Catch You Cause | Can: Busting Rogue Base Stations
using CellGuard and the Apple Cell Location Database Download CellGuard
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mailto:larnold@seemoo.tu-darmstadt.de
https://mastodon.social/@lukasarnld
https://bsky.app/profile/lukasarnld.bsky.social
https://x.com/lukasarnld
https://dl.acm.org/doi/10.1145/3678890.3678898
https://dl.acm.org/doi/10.1145/3678890.3678898

